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High-level Timeline (UTC)

(Two PCs - killed XDR agent process)
Attacker placed tools on the host Attacker killed XDR agents on multiple

Successful Golden Ticket Attacks
conducted against ADDC-01.

Reset of krbtgt service account
in the Simmtech domain and
isolation of HyperV_ST_2

ADDC-01in hosts and accessed information
C:\\Users\Music\Public regarding the incident. Simmtech\Administrator
Simmtech\O365ProvisioningTool Simmte‘:h\gzgi'::°;’;5i°“i"9T°°' 2024-11-22 04:12 & 04:46 2024-12-13
15/11/2024 lat 07:31:23 l ' l l
Nov 11 Nov 15 Nov 18 Nov 22 Nov 24 Nov24 Nov 27 Dec 13 Dec 17
Deployment of XDR Attacker copied the ntds.dit file
and NGFWs present on ADDC-01 Attacker pUinShes
commences. Simmtech\O365ProvisioningTool claimed stolen data
2024-11-1 11- 22 . . ite.
2024-11-18 at 15:33:15 Outbound connections established to onztgzrl\:\{lezbls;te
attacker infrastructure on ADDC-01. The _
Unit 42 engaged remote IP address mapped back to -
) “Shock Hosting LLC"” and was located in
L —]

74
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Observed Attacker Tools, Techniques and Procedures

Unknown initial entry vector.

Attacker connects into Domain
| ; Controller using the Administrator and
o 0365ProvisioningTool Accounts.

Lateral Movement. \

— (o)

/'
\

Attacker tooling placed in

C:\Users\Public\Music in multiple
Recon conducted with AngrylPScanner \ \ \ P

A endpoints.
and account enumeration conducted P
using Windows lolbins.
Okes
...................

Attacker Windows-XP specific tools (Shadowbrokers) tools.
-Location target - \WINDOWS\NETWORKDISTRIBUTION\SVCHOST.EXE
\WINDOWS\NETWORKDISTRIBUTION\SPOOLSV.EXE
\Windows\Prefetch\SVCHOST.EXE-1ECASEIB.pf - Run 326050

Outbound communications
established to
attacker-controlled cloud
infrastructure from Domain

Controller.

Golden Ticket attacks
conducted by the
attacker.

Attacker successfully killed XDR
agent process on multiple
endpoints using Administrator
privileges.

““.Attacker use of AnyDesk remote
" control software from affected
endpoints.

times
\Windows\Prefetch\SPOOLSV.EXE-3B66C39B.pf - Run 7446 times 4y paloalto' | s'uNITAa2



